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STATE OF TEXAS

COUNTY OF TRAVIS

DATA USE AND BUSINESS ASSOCIATE AGREEMENT
BETWEEN HEALTH AND HUMAN SERVICES COMMISSION
AND CORPUS CHRISTI PUBLIC HEALTH DEPARTMENT — NUECES COUNTY(“CONTRACTOR?")

This Data Use And Business Associate Agreement (the “Agreement”) is entered into by and between
Health and Human Services Commission (“HHSC”) and Corpus Christi Health Department — Nueces County
(“CONTRACTOR”), and incorporated into the terms of the “Base Contract” entered into by these parties,
HHSC Contract No. 529-12-0066 .

ARTICLE 1.PURPOSE

CONTRACTOR requires access to information about HHSC programs and/or its clients for HHSC
program benefits and services described in the Base Contract. This information is deemed confidential under
state and federal law. CONTRACTOR acknowledges the sensitive and confidential nature of this
information and agrees that it will take all necessary and reasonable measures to preserve and protect the
confidentiality, privacy, security, integrity, availability and appropriate use of the HHSC information.

The purpose of this Agreement is to facilitate the sharing of Confidential Information with
CONTRACTOR, and clarify CONTRACTOR’s obligations with respect to its access to and use and
disclosure of the information. This Agreement expressly describes the limited purposes for which the
CONTRACTOR may access, use or disclose the information, and establishes CONTRACTOR’s rights and
responsibilities concerning the information. This Agreement also describes HHSC’s remedies in the event of
CONTRACTOR’s noncompliance with its obligations under this Agreement.

ARTICLE 2. DEFINITIONS

For the purposes of this Agreement, the following terms below have the meanings set forth below.

Section 2.01 Definition of Confidential Information
For the purposes of this Agreement, the term “Confidential Information” has the meaning set forth
below. Capitalized terms included in this definition have the meanings set forth in Section 2.02 below.

“Confidential Information” means any communication or record (whether oral, written, electronically
stored or transmitted, or in any other form) that consists of or includes any or all of the following:

(1) Client Information;

(2)  Electronic Protected Health Information;

(3) Federal Tax Information;

(4) Personally Identifiable Information;

(5) Protected Health Information;

(6) Social Security Administration Data;

(7)  Unsecured Protected Health Information;
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(8)
(9)
(10)

(11)

(12)

(13)

Section 2.02

All non-public budget, expense, payment and other financial information;
All privileged work product;

All information designated as confidential under the laws of the State of Texas and of the
United States;

To the extent permitted under the laws and constitution of the State of Texas, all
information designated by HHSC or any other State agency as confidential, including but
not limited all information designated as confidential under the Texas Public Information
Act, Texas Government Code, Chapter 552;

Information that is utilized, developed, received, or maintained by HHSC, the
CONTRACTOR, or participating State agencies for the purpose of fulfilling a duty or
obligation under this Agreement and that has not been publicly disclosed;

Information identified in Attachment 6 attached to this Agreement and to which
CONTRACTOR specifically seeks to obtain access for an Authorized Purpose.

Other Definitions

For the purposes of this Agreement, the following terms have the meanings set forth below.

“Authorized Purpose” means the purpose or purposes described in the Scope of Work attached to this

Agreement as Attachment 2, or any other purpose expressly authorized by HHSC in writing in advance.

“Authorized User” means a Person:

D)

(2)

®3)

Who is authorized to view, handle, examine, interpret, or analyze Confidential Information
pursuant to this Agreement;

For whom CONTRACTOR warrants and represents has a demonstrable need to know and
have access to the Confidential Information; and

Who has agreed in writing to be bound by the disclosure and use limitations pertaining to
the Confidential Information as required by this Agreement, such agreement evidenced by
each Authorized User’s signature on the form attached to this Agreement as Attachment 8.

“Breach” means:

)

Breach of PHI. With respect to Protected Health Information ("PHI") pursuant to HIPAA
and the HITECH Act, including without limitation Electronic Protected Health Information
and/or Unsecured Protected Health Information, the acquisition, access, use, or disclosure
of PHI in a manner not permitted under the Agreement and/or HIPAA Privacy
Regulations or HIPAA Security Regulations, which compromises the security or privacy of
the PHI.

With respect to PHI, “compromises the security or privacy of the PHI” means poses a
significant risk of financial, reputational, or other harm to the individual. A use or
disclosure of De-ldentified information, date of birth, and zip code does not compromise
the security or privacy of the PHI.

With respect to PHI, “breach,” pursuant to HIPAA, excludes:

(A) Any unintentional acquisition, access or use of PHI by a workforce member or
person acting under the authority of HHSC or CONTRACTOR if such acquisition,
access, or use was made in good faith and within the scope of authority and does not
result in further use or disclosure in a manner not permitted under the HIPAA
Privacy Regulations.
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(B) Any inadvertent disclosure by a person who is authorized to access PHI at HHSC or
CONTRACTOR to another person authorized to access PHI at the same HHSC or
CONTRACTOR location, or organized health care arrangement, as defined by
HIPAA Privacy Regulations and HIPAA Security Regulations, in which HHSC
participates, and the information received as a result of such disclosure is not further
used or disclosed in a manner not permitted under the HIPAA Privacy Regulations.

(C) Adisclosure of PHI where HHSC or CONTRACTOR has a good faith belief that an
unauthorized person to whom the disclosure was made would not reasonably have
been able to retain such information, pursuant to HITECH and the HIPAA Security

Regulations.

(2) “Breach of System Security,” as defined by the Texas Breach Law. For purpose of the
Texas Breach Law, the currently undefined phrase, “compromises the security,
confidentiality, or integrity of sensitive personal information,” will be interpreted in
HHSC’s sole discretion, including without limitation, any reasonably likelihood of harm
or loss to an individual, taking into consideration relevant fact-specific information about
the breach, including without limitation, any legal requirements the unauthorized person is
subject to regarding Confidential Information to protect and further safeguard the data from
unauthorized use or disclosure, and/or the receipt of satisfactory assurance from the person
that the person agrees to further protect and safeguard, return and/or destroy the data
subject to the Texas Breach Law to the satisfaction of HHSC; and/or

(3) Any unauthorized use or disclosure as defined by any other law and any regulations
adopted there under, regarding Confidential Information.

“Business Associate” means a person or organization, other than a member of HHSC’s workforce, that
performs certain functions or activities on behalf of, or provides certain services to, HHSC that involve the
use or disclosure of individually identifiable health information. The meaning of Business Associate is more
fully described in the HIPAA Privacy Regulations and HIPAA Security Regulations. CONTRACTOR is a
Business Associate of HHSC for purposes of this Agreement.

“Client_Information” means Personally Identifiable Information about or concerning recipients of
benefits under one or more public assistance programs administered by HHSC.

“De-ldentified Information” means health information, as defined in the HIPAA Privacy Regulations
as not PHI, regarding which there is no reasonable basis to believe that the information can be used to
identify an individual. HHSC has determined that health information is not individually identifiable and there
is no reasonable basis to believe that the information can be used to identify an individual only if:

(1) The following identifiers of the individual or of relatives, employers, or household
members of the individual, are removed from the information:

(A) Names;

(B) All geographic subdivisions smaller than a State, including street address, city,
county, precinct, zip code, and their equivalent geocodes, except for the initial three
digits of a zip code if, according to the current publicly available data from the
Bureau of the Census:

(i) The geographic unit formed by combining all zip codes with the same three
initial digits contains more than 20,000 people; and

(if) The initial three digits of a zip code for all such geographic units containing
20,000 or fewer people is changed to 000.

(C) All elements of dates (except year) for dates directly related to an individual,
including birth date, admission date, discharge date, date of death; and all ages over
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89 and all elements of dates (including year) indicative of such age, except that such
ages and elements may be aggregated into a single category of age 90 or older;

(D) Telephone numbers;

(E) Faxnumbers;

(F)  Electronic mail addresses;

(G) Social security numbers;

(H) Medical record numbers (including without limitation, Medicaid Identification
Number);

() Health plan beneficiary numbers;

(J)  Account numbers;

(K) Certificate/license numbers;

(L) Vehicle identifiers and serial numbers, including license plate numbers;

(M) Device identifiers and serial numbers;

(N)  Web Universal Resource Locators (URLS);

(O) Internet Protocol (IP) address numbers;

(P) Biometric identifiers, including finger and voice prints;

(Q) Full face photographic images and any comparable images; and

(R) Any other unique identifying number, characteristic, or code, except as permitted by
paragraph (C) of this section; and

(2)  Neither HHSC nor CONTRACTOR has actual knowledge that the information could be
used alone or in combination with other information to identify an individual who is a
subject of the information.”

“Designated Record Set” means a group of records maintained by or for a covered entity that is: (i) the
medical records and billing records about individuals maintained by or for a covered health care provider; (ii)
the enrollment, payment, claims adjudication, and case or medical management record systems maintained
by or for a health plan; or (iii) used, in whole or in part, by or for the covered entity to make decisions about
individuals. For purposes of this definition, “record” means any item, collection, or grouping of information
that includes PHI and is maintained, collected, used, or disseminated by or for a covered entity.

“Destroy” means, as specified in the HIPAA Security Rule Regulations:

(1) Paper, film, or other hard copy media have been shredded or destroyed such that the PHI
cannot be read or otherwise cannot be reconstructed. Redaction is specifically excluded as
a means of data destruction.

(2) Electronic media have been cleared, purged, or destroyed as specified in the HIPAA
Security Rule Regulations, such that the PHI cannot be retrieved.

“Discovery” means the first day on which an incident is known to CONTRACTOR, or, by exercising
reasonable diligence would have been known to CONTRACTOR, and includes incidents discovered by or
reported to CONTRACTOR by its officers, directors, employees, agents, work force members,
subcontractors or third-parties (such as legal authorities and/or individuals).

“Electronic Health Record” means an electronic record of health-related information on an individual
that is created, gathered, managed, and consulted by authorized health care clinicians and staff.

“Electronic_Protected Health Information” (“EPHI”) means any PHI which is maintained or
transmitted by Electronic Media, as further described in the HIPAA Privacy Regulations and the HIPAA
Security Regulations.

“Encrypted Electronic Protected Health Information” means , as specified in the HIPAA Security
Regulations, the use of an algorithmic process to transform data into a form in which there is a low
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probability of assigning meaning without the use of a confidential process or key and such confidential
process or key that might enable decryption has not been Breached. To avoid a Breach of the confidential
process or key, these decryption tools will be stored on a device or at a location separate from the data they
are used to encrypt or decrypt.

“Federal Tax Information” has the meaning assigned in the Internal Revenue Code, Title 26 of the
United States Code and regulations adopted under that code.

“HIPAA” means the Health Insurance Portability and Accountability Act of 1996, 42 U.S.C. §1320d, et
seq., and regulations adopted under that act.

“HIPAA Privacy Regulations” means the HIPAA Privacy Regulations codified at 45 C.F.R. Part 160
and 45 C.F.R. Part 164, Subpart A, Subpart D and Subpart E.

“HIPAA Security Requlations” means the HIPAA Security Regulations codified at 45 C.F.R. Part 160
and 45 C.F.R. Part 164 Subpart A and Subpart C, and Subpart D.

“HITECH Act” means the Health Information Technology for Economic and Clinical Health Act (P.L.
111-105), and regulations adopted under that act.

“Incident” means a potential or attempted unauthorized access, use, disclosure, modification, loss or
destruction of Confidential Information, which has the potential for jeopardizing the confidentiality, integrity
or availability of the Confidential Information. An incident becomes a breach when the incident involves the
suspected or actual unauthorized access, use, disclosure, modification, loss or destruction of Confidential
Information, which has the potential for jeopardizing the confidentiality, integrity or availability of the
Confidential Information.

“Individual” means the subject of the Confidential Information, including without limitation PHI, and
will include the subject's legally authorized representative who qualifies under the HIPAA Privacy
Regulation as a legally authorized representative of the Individual, as defined by Texas law, for example,
without limitation as provided in Tex. Occ. Code § 151.002(6); Tex. H. & S. Code 8166.164; and Texas
Prob. Code § 3:

(1) aparent or legal guardian if the individual is a minor;

(2) alegal guardian if the patient has been adjudicated incompetent to manage the individual’s
personal affairs;

(3) anagent of the individual authorized under a durable power of attorney for health care;

(4) anattorney ad litem appointed for the individual,

(5) aguardian ad litem appointed for the individual,

(6) apersonal representative or statutory beneficiary if the individual is deceased;

(7) an attorney retained by the individual or by another person listed herein; or

(8) If an individual is deceased, their personal representative must be the executor,
independent executor, administrator, independent administrator, or temporary
administrator of the estate.

“Information_Security Guidelines and Procedures” means the information security guidelines,
procedures, protocols, and other documents or information identified in Attachment 7 to this Agreement.

“Limited Data Set” means PHI that excludes the following direct identifiers of the individual or of
relatives, employers, or household members of the individual:
(1) names;
(2) postal address information, other than town or city, State, and zip code;
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(3) telephone numbers;

(4) fax numbers;

(5) electronic mail addresses;

(6)  Social Security numbers;

(7)  medical record numbers;

(8) health plan beneficiary numbers;

(9) account numbers;

(10) certificate/license numbers;

(11) wvehicle identifiers and serial numbers, including license plate numbers;
(12) device identifiers and serial numbers;

(13) web universal resource locators (URLS);

(14) internet protocol (IP) address numbers;

(15) biometric identifiers, including finger and voice prints; and
(16) full face photographic images and any comparable images.

“Person” means without limitation, an employee, agent, representative, firm, corporation, subcontractor,
a member of the general public, and/or a consumer.

“Personally Identifiable Information” or “PI1” means information that can be used to uniquely
identify, contact, or locate a single individual or can be used with other sources to uniquely identify a single
individual.

“Protected Health Information” or “PHI” means individually identifiable patient health information in
any form that is created or received by a healthcare provider, and relates to the patient’s healthcare condition,
provision of healthcare, or payment for the provision of healthcare, as further described and defined in the
HIPAA Privacy Regulations. PHI includes demographic information unless such information is De-
identified, as defined above. PHI includes without limitation, “Electronic Protected Health Information” as
above.

“Scope of Work” means the services and deliverables to be performed or provided by CONTRACTOR,
or on behalf of CONTRACTOR by its subcontractors or agents for HHSC that are described in Attachment 2
attached to this Agreement. If the Scope of Work includes or consists of a written proposal by the
CONTRACTOR, any conflict between such proposal and the other terms of the Base Contract or this
Agreement will be resolved, in HHSC’s sole discretion, by giving effect to the other terms of the Base
Contract or this Agreement.

“Social Security Administration Data” means disclosures of records, information, or data made by the
Social Security Administration to HHSC for its administration of federally funded benefit programs under
various provisions of the Social Security Act, such as Section 1137 (42 U.S.C. 88 1320b-7), including the
state-funded state supplementary payment programs under Title XVI of the Act, in accordance with the
requirements of the Privacy Act of 1974, as amended by the Computer Matching and Privacy Protection Act
of 1988, 5 U.S.C. § 552a.

“Texas Breach Law” means the Texas Identity Theft Enforcement and Protection Act, Texas Business
& Commerce Code Ch. 521 and Texas Government Code 82054.1125.

“Unsecured Protected Health Information” means Protected Health Information that is not rendered
unusable, unreadable, or indecipherable to unauthorized persons through the use of a technology or
methodology specified by the Secretary of Health and Human Services under the HITECH Act and HIPAA
Security Regulations. Unsecured Protected Health Information does not include:
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(1)  Encrypted Electronic Protected Health Information; or

(2)  Destruction of the media on which the PHI is stored.

All terms used in this Agreement that are not otherwise defined in this Agreement have the same
meaning as those terms in HIPAA Privacy Regulations, HIPAA Security Regulations, the HITECH Act, or
other applicable law relating to Confidential Information.

ARTICLE 3.DATA USE TERMS AND CONDITIONS

The Data Use Terms and Conditions are described in attachments to this Agreement. Requirements for
Access, Use, Disclosure of Confidential Information are described in Attachment 1. The Scope of Work is
described in Attachment 2. Other Obligations of CONTRACTOR are described in Attachment 3.
CONTRACTOR obligations regarding disposition of Confidential Information are described in Attachment
4. General provisions related to this Agreement are described in Attachment 5. A description of Confidential
Information related to this Agreement is provided in Attachment 6. Information Security Guidelines and
Procedures are described in Attachment 7. The List of CONTRACTOR’s _Authorized Users under this
Agreement is provided in Attachment 8.

ARTICLE 4. AUTHORITY TO EXECUTE

The CONTRACTOR has executed this contract in the capacity as stated below with authority to bind
their organization on the date set forth by the signature.

IN WITNESS HEREOF, CONTRACTOR caused this Agreement to be signed and delivered by
its duly authorized representative:

CONTRACTOR: CORPUS CHRISTI PUBLIC HEALTH DEPARTMENT — NUECES COUNTY
AUTHORIZED
REPRESENTATIVE:

TITLE:

DATE:
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ATTACHMENT 1. ACCESS, USE, DISCLOSURE OF CONFIDENTIAL INFORMATION

Section A1.01 Ownership of Confidential Information

CONTRACTOR acknowledges and agrees that the Confidential Information is and will remain the
property of HHSC. CONTRACTOR agrees it acquires no title or rights to the Confidential Information,
including without limitation, PHI, Limited Data Sets and/or De-identified information, as a result of this
Agreement.

Section A1.02 General Obligations of CONTRACTOR

CONTRACTOR acknowledges and agrees that it may access and use Confidential Information only for
an Authorized Purpose, and that it may not disclose any Confidential Information to a third party except as
may be expressly authorized under this Agreement. HHSC will allow CONTRACTOR to access the
Confidential Information and use and disclose such information for an Authorized Purpose, provided
CONTRACTOR complies in all respects with the terms and conditions of this Agreement.

Section A1.03 Specific Duties and Obligations of CONTRACTOR

(1) CONTRACTOR agrees, in consideration of HHSC’s allowing access to Confidential
Information, that:

(A) CONTRACTOR will hold the Confidential Information in trust and in strictest
confidence;

(B) CONTRACTOR will take all measures necessary to prevent any portion of the
Confidential Information from:

(i) Being used in a manner that is not expressly an Authorized Purpose under
this Agreement;

(ii) Falling into the public domain; or

(iii) Falling into the possession of persons not bound to maintain the
confidentiality of the Confidential Information.

(C) The measures taken by CONTRACTOR pursuant to this Section include the
exercise of reasonable care and at least the same degree of care as CONTRACTOR
protects its own confidential, proprietary and trade secret information.

(D) CONTRACTOR will not, without HHSC’s prior written consent, disclose or allow
access to any portion of the Confidential Information to any Person or other entity,
other than Authorized User employees or agents of CONTRACTOR.

(E) CONTRACTOR will comply with all applicable requirements of HIPAA, the
HIPAA Privacy Regulations, the HIPAA Security Regulations, and the HITECH
Act to the extent the Confidential Information contains information that is subject to
HIPAA, or other applicable law relating to Confidential Information.

(2) CONTRACTOR will have the limited right to access, use and disclose the Confidential
Information solely and exclusively for an Authorized Purpose, provided that such use or
disclosure would not violate HIPAA, the HIPAA Privacy Regulations, the HIPAA Security
Regulations, the HITECH Act or other applicable law relating to Confidential Information
if such use or disclosure had been made by HHSC.
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3)

(4)

Q)

(6)

(7)

(8)

(9)

(10)

CONTRACTOR will allow access to or disclose Confidential Information only to those
persons who are _Authorized Users trained in privacy and data security and who have a
reasonable and demonstrable need to access the Confidential Information to carry out
CONTRACTOR’s obligations in connection with the Authorized Purpose.

CONTRACTOR will establish, implement and maintain appropriate sanctions against any
employee, agent or subcontractor who uses or discloses Authorized Purpose in violation of
this Agreement, the Base Contract or applicable law.

CONTRACTOR will not, without prior written approval of HHSC, disclose any
Confidential Information on the basis that such disclosure is required by law without
notifying HHSC so that HHSC may have the opportunity to object to the disclosure and
seek appropriate relief. If HHSC objects to such disclosure, CONTRACTOR will refrain
from disclosing the Confidential Information until HHSC has exhausted all alternatives for
relief. Such disclosures of PHI are also addressed in Section 3.04(3), below.

CONTRACTOR will limit any use or disclosure to the minimum necessary to accomplish
an Authorized Purpose.

CONTRACTOR agrees that to the extent that it has access to, receives from HHSC, or
creates or receives PHI on behalf of HHSC CONTRACTOR will fully comply with the
requirements of HIPAA, the HIPAA Privacy Regulations, the HIPAA Security Regulations
and the HITECH Act with respect to such PHI. To the extent that CONTRACTOR has
access to Limited Data Set information, CONTRACTOR agrees to comply with the
requirements of HIPAA, the HIPAA Privacy Regulations, the HIPAA Security Regulations
and the HITECH Act with respect to such Limited Data Set information;

CONTRACTOR will not attempt to re-identify the Confidential Information De-identified,
further identify the Confidential Information, or attempt to contact any individuals whose
records are contained in the Confidential Information, without express written
authorization from HHSC or as expressly permitted by the Base Contract.

CONTRACTOR will not enter into a subcontract for use or disclosure of Confidential
Information by any sub-Contractor or agent of CONTRACTOR, without express written
approval of HHSC, in advance. HHSC prior approval, at a minimum will require that:

(A) The subcontract contains identical terms, conditions, safeguards and restrictions on
the use and disclosure of PHI and any other relevant Confidential Information as
contained in this Agreement;

(B) The subcontractor is approved by HHSC;

(C) HHSC will be a third party beneficiary to any agreement between the
CONTRACTOR and a third party related to the Confidential Information, and
HHSC will have the right but not the obligation to enforce the terms of any such
agreement directly against the third party.

The obligations of CONTRACTOR under this section are in addition to the duties of
CONTRACTOR with respect to Confidential Information described elsewhere in the
Agreement or the Base Contract.

Section A1.04 Other Permissible Uses and Disclosures of PHI by CONTRACTOR
Except as otherwise limited by this Agreement or the Base Contract, CONTRACTOR may:
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D)

)

3)

(4)

Use or disclose PHI to perform the Services and Deliverables of the Base Contract, as
permitted by this Agreement, provided that:

(A)  Such use or disclosure would not violate the HIPAA Privacy Regulations or HIPAA
Security Regulations if the use or disclosure were made by HHSC; and

(B) Such use or disclosure is limited to the minimum necessary to accomplish the
purposes of the use or disclosure.

Use PHI for the proper management and administration of CONTRACTOR or to carry out
CONTRACTOR's legal responsibilities.

Disclose PHI for the proper management and administration of CONTRACTOR or to
carry out CONTRACTOR’s legal responsibilities if:

(A) Disclosure is required by law, provided CONTRACTOR will not, without prior
written approval of HHSC, disclose any PHI on the basis that such disclosure is
required by law without notifying HHSC so that HHSC may have the opportunity to
object to the disclosure and seek appropriate relief. If HHSC objects to such
disclosure, CONTRACTOR will refrain from disclosing PHI until HHSC has
exhausted all alternatives for relief; or

(B) CONTRACTOR obtains reasonable assurances from the person to whom the
information is disclosed that the person will:

(i) Maintain the confidentiality of the PHI;

(ii) Use or further disclose the information only as required by law or for the
purpose for which it was disclosed to the person; and

(iif) Notify CONTRACTOR of any breaches of PHI of which the person is
aware, as described in Section A1.06.

Use PHI to provide data aggregation services to HHSC, as that term is defined in the
HIPAA Privacy Regulations, 45 C.F.R. 8164501 and permitted by 45 C.F.R.
§164.504(e)(2)(i)(B).

Section A1.05 Security Requirements for Confidential Information

)

)

®3)

Secure access, use and/or disclosure. CONTRACTOR will access, maintain, retain,
modify, record, store, destroy, or otherwise hold, use, or disclose the Confidential
Information in a secure fashion. For purposes of this Agreement, a secure fashion means
that the Confidential Information is rendered unusable, unreadable, or indecipherable to
unauthorized persons by either encryption or destruction such that the Confidential
Information cannot be read or otherwise reconstructed.

Safeguards. CONTRACTOR will establish, implement and maintain any and all
appropriate procedural, physical and technical safeguards to preserve and maintain the
confidentiality, integrity, and availability of the Confidential Information, as described in
the HIPAA Privacy Regulations, HIPAA Security Regulations, the HITECH Act, or other
applicable laws or regulations relating to Confidential Information, to prevent any
unauthorized use or disclosure of Confidential Information as long as CONTRACTOR has
such Confidential Information in its actual or constructive possession.

Security Program. CONTRACTOR will establish, implement and maintain an ongoing
security program addressing:

HHSC Data Use and Business Associate Agreement V.2 02092012
Attachment 1
Page 3 of 7



HHSC Contract No.:

(A)

(B)

(©)

Administrative, physical, and technical safeguards that reasonably and appropriately
protects the confidentiality, integrity, and availability of the Confidential
Information, including without limitation, PHI that it creates, receives, maintains, or
transmits on behalf of HHSC as in specified in the HIPAA Security Rule.

A system of sanctions for any CONTRACTOR Director, Officer, workforce
member, employee, subcontractor, or agent who violates the requirements regarding
Confidential Information in this Agreement, the Base Contract, the HIPAA Privacy
Requlations, HIPAA Security Regulations, the HITECH Act, and/or law and
regulations applicable to the Confidential Information.

A System in place for mitigating, to the maximum extent practicable, any harmful
effect of a use or disclosure of Confidential Information, including without
limitation, PHI that is contrary to this Agreement or applicable law.

(4)  Security Policies and Procedures. CONTRACTOR will produce copies of its information
security policies and procedures for HHSC’s review and approval upon request by HHSC.

(5) Method of Confidential Information Access or Transfer. All transmissions of
Confidential Information and by CONTRACTOR will be conducted via either a secure
File Transfer Protocol site or optical media (e.g., recordable CD or DVD) to be delivered
in accordance with HIPAA requirements and HHSC Confidentiality and Security
Protocols.  All data transfer and communications involving potentially identifying
Confidential Information will be through secure systems.

(6) Information Security Guidelines and Procedures. CONTRACTOR will comply with the
requirements and guidelines identified in Attachment 7 of this Agreement to ensure the
security and confidentiality of the Confidential Information.

Section A1.06

Breach Notification, Report and Mitigation Requirements

(1) Breach Notification to HHSC.

(A)

(B)

(©)

(D)

CONTRACTOR will immediately, within the first consecutive clock hour, report to
HHSC, Discovery of an Incident or a Breach of privacy or security of Confidential
Information, including without limitation PHI, Unsecured PHI, EPHI, HIPAA
and/or the HITECH Act which is not in compliance with the terms of the
Agreement, the Base Contract or other laws applicable to any Confidential
Information.

CONTRACTOR will cooperate fully with HHSC in addressing any such
unauthorized acquisition, access, use or disclosure, or suspected or potential
unauthorized acquisition, access, use or disclosure of Confidential Information
including without limitation Unsecured PHI, to the extent and in the manner
determined by HHSC.

CONTRACTOR’S obligation begins at the Discovery of an Incident or Breach and
continues as long as related activity continues, until all effects of the incident are
mitigated, to HHSC’s satisfaction.

No later than 48 consecutive clock hours after CONTRACTOR discovers or
reasonably should have discovered any Incident or Breach of unauthorized
acquisition, access, use, or disclosure of Confidential Information, including without
limitation Unsecured PHI , provide formal notification to the State. Such notice will
include all information to which CONTRACTOR has access, including but not
limited to the following information:
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1)

2)
3)

4)

5)

6)

7)

8)

9)

10)

11)

12)

13)

14)

15)

The date the Incident or Breach of unauthorized acquisition, access, use, or
disclosure occurred;

The date of Discovery;

A brief description of the Incident or Breach of Confidential Information,
including without limitation Unsecured PHI, acquired, accessed, used, or
disclosed without an Authorized Purpose;

A description of the types of Confidential Information involved,;

Identification and number of all individuals reasonably believed to be
affected, including first and last name of the individual, legally authorized
representative, last known address, age, telephone number, email address if
preferred contact method, to the extent known or can be reasonably
determined by CONTRACTOR,;

CONTRACTOR’s initial assessment of potential harm to the individual or
compromise to the information required by the HIPAA Security Regulations
or other applicable law (such as the Texas Breach Law), for HHSC approval,

Recommendation for HHSC’s approval as to the steps individuals and/or
CONTRACTOR on behalf of individuals, should take to protect the
individuals  from potential harm, including without limitation
CONTRACTOR’s provision of credit protection, claims monitoring, and any
specific protections for a legally authorized representative to take on behalf
of an individual with special capacity or circumstances;

Contact procedures for individuals to ask questions or learn additional
information, including the name and title of a CONTRACTOR representative
and a toll free telephone number, an e-mail address, website or postal
address;

The status of CONTRACTOR’s investigation;

The steps CONTRACTOR has taken to mitigate the harm or potential harm
caused (including without limitation the provision of sufficient resources to
mitigate);

The steps CONTRACTOR has taken, or will take, to prevent another
Incident or Breach;

A description of how the Incident or Breach occurred and/or estimations
thereof;

A description or estimation of the entities and/or individuals which may be
involved in the Incident or Breach (such as CONTRACTOR, subcontractor,
rogue employee, suspected criminal activity and/or law enforcement
involvement);

A single point of contact and a back-up for CONTRACTOR, with applicable
full contact information for both on and off business hours;

A reasonable schedule for CONTRACTOR to provide regular updates to the
foregoing, as directed by and approved by HHSC for response to the Incident
or Breach, but no less than every three (3) business days or as otherwise
directed by HHSC, including estimation date investigation, reporting, if any,
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notification, if any, mitigation and root cause analysis is expected to be
completed; and

16) Any pertinent information, documents or reports HHSC requests following
discovery.

(2)  Investigation, Response and Mitigation.

(A) CONTRACTOR will immediately conduct an investigation and respond to the
Incident or Breach, and will commit necessary and appropriate staff and resources to
expeditiously respond and report to HHSC to ensure HHSC’s compliance with
report and notification timelines, to the satisfaction of HHSC.

(B) CONTRACTOR will have procedures and processes to respond to an Incident or
Breach, in place prior to the delivery of any Confidential Information, including
investigation, incident response, root cause analysis, notification, reporting and
mitigation (to the maximum extent practicable, any harmful effect of a use or
disclosure of Confidential Information, including without limitation Unsecured PHI,
that is contrary to this Agreement, the Base Contract, HIPAA, HITECH or other
laws applicable to any Confidential Information).

(C) CONTRACTOR will update as necessary, procedures to investigate the Incident or
Breach, mitigate losses, and protect against any future Incident or Breach, and to
provide a description of these procedures and the specific findings of the
investigation to HHSC in the time and manner reasonably requested by HHSC.

(D) CONTRACTOR will complete or participate in a risk assessment following an
Incident or Breach, as specified by HHSC.

(E) CONTRACTOR will cooperate with HHSC to respond to inquiries and/or
proceedings by state and federal authorities and/or individuals.

(F) CONTRACTOR will cooperate with HHSC's efforts to seek appropriate injunctive
relief or otherwise prevent or curtail such threatened or actual Incident or Breach, or
to recover or protect any Confidential Information, including complying with
reasonable corrective action or measures, as specified by HHSC and a Corrective
Action Plan if directed by HHSC under Article 14 of the Base Contract.

(3) Breach Notification to Individuals and Reporting to Authorities.

(A) At HHSC’s option, CONTRACTOR may be delegated all or part of the
requirements to timely notify and report any breach, as specified by HHSC.

(B) CONTRACTOR must obtain HHSC’s prior written approval of the time, manner
and content of any notification to individuals, the media, and/or report as directed by
HHSC to state or federal authorities (regardless of whether or not legally required),
and provide HHSC with copies of distributed and approved communications.

(C) CONTRACTOR will have the burden of demonstrating to the satisfaction of HHSC
that all delegated notifications or reports were made as required; including any
evidence demonstrating any delay outside of the control of CONTRACTOR beyond
require timelines.

(4) Training and Education. CONTRACTOR will ensure its officers, directors, employees,
agents, subcontractors and workforce are adequately trained and educated and periodically
retrained on the importance of promptly reporting privacy and security any Incident or
Breach and of the consequences of failing to do so, including without limitation, sanctions
or enforcement actions for legal noncompliance, potential loss of Federal Financial
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Participation, and risks to third-party agreements. HHSC, at its election, may assist
CONTRACTOR in training and education on specific or uniqgue HHSC processes, systems
and/or requirements.
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ATTACHMENT 2. ScoPE OF WORK

The Scope of Work is set forth in detail in of the Base Contract, HHSC Contract No.
, as amended, between HHSC and CONTRACTOR and is incorporated by reference as if set out
word-for-word in this document.
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ATTACHMENT 3. OTHER OBLIGATIONS OF CONTRACTOR

Section A3.01 Location of Confidential Information; Custodial Responsibility

CONTRACTOR is designated as the custodian of the records to which it may be entrusted and that
contain Confidential Information, and is responsible for compliance with and enforcement of all conditions

for use, establishment, and maintenance of confidentiality, privacy and security agreements as specified in
this Agreement or as may be reasonably necessary to prevent unauthorized use. CONTRACTOR will store
all Confidential Information in a secure area and, subject to the terms of this Agreement, will destroy any

paper material in a secure manner in accordance with the requirements of the Information Security Guidelines
and Procedures in Attachment 7 and Disposition of Confidential Information in Attachment 4.

Section A3.02 PHI in Designated Record Set

)

)

CONTRACTOR will make PHI in a Designated Record Set available to HHSC or, as
directed by HHSC, provide PHI to the individual, or legally authorized representative of
the individual, in compliance with the requirements of the HIPAA Privacy Regulations,
and make other information in CONTRACTOR’s possession available pursuant to the
requirements of the HITECH Act in case of a need for notification by HHSC upon a
determination of a Breach of Unsecured PHI as defined in the HITECH Act.

CONTRACTOR will make PHI in a Designated Record Set available to HHSC for
amendment and incorporate any amendments to this information that HHSC directs or
agrees to pursuant to the HIPAA Privacy Regulations and HIPAA Security Regulations.

Section A3.03 CONTRACTOR Recordkeeping, Accounting and Disclosure Tracking

)

2)

©)

(4)

Accounting, Access or Amendment. Document and make available to HHSC the PHI
required to provide access, an accounting of disclosures or amendment in compliance with
the requirements of the HIPAA Privacy Regulations.

If CONTRACTOR receives a request for access, amendment or accounting of PHI by any
Person, it will promptly forward the request to HHSC; however, if it would violate HIPAA,
the HIPAA Privacy Regulations or HITECH to forward the request, CONTRACTOR will
promptly notify HHSC of the request and of CONTRACTOR’s response. Unless
CONTRACTOR is prohibited by law from forwarding a request, HHSC will respond to all
such requests.

DHHS Inspection. Make internal practices, books, and records relating to the use or
disclosure of PHI received from, or created or received by the CONTRACTOR on behalf
of HHSC, available to the Secretary of the U.S. Department of Health and Human Services
or the Secretary’s designee for purposes of determining compliance with the HIPAA
Privacy Regulations and HIPAA Security Regulations.

Compliance Certification. CONTRACTOR will provide, and will cause its
subcontractors and agents to provide, to HHSC periodic written certifications of
compliance with controls and provisions relating to information security, including but not
limited, those related to data transfers and the handling and disposal of Confidential
Information, including without limitation, PHI, EPHI, Unsecured PHI and_PIl. Written
evidence of compliance must be acceptable to HHSC in its sole discretion. Such evidence
may include but is not necessarily limited to the following:

(A) Statement on Auditing Standards No.70, Service Organizations (SAS-70) Report, or
a Service Organizations Report issued in accordance with the Statement on
Standards for Attestation Engagements (SSAE) No. 16;
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(B)

(©)

(D)

(E)

General security controls audit conducted in accordance with generally-accepted
industry standards by a qualified and independent auditor that is acceptable to
HHSC;

Application controls audit conducted in accordance with generally-accepted industry
standards by a qualified and independent auditor that is acceptable to HHSC;

Vulnerability assessment conducted in accordance with generally-accepted industry
standards by a qualified and independent expert in telecommunications and
information security that is acceptable to HHSC; and

Network/systems penetration test conducted in accordance with generally-accepted
industry standards by a qualified and independent expert in telecommunications and
information security that is acceptable to HHSC.
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ATTACHMENT 4. DISPOSITION OF CONFIDENTIAL
INFORMATION

Section A4.01 CONTRACTOR’s Duty in General

CONTRACTOR will return, destroy, or continue to maintain appropriate safeguards for Confidential
Information, including without limitation all _PHI received from HHSC or created or received on behalf of
HHSC, as directed by HHSC, upon termination of the Agreement or Base Contract.

Section A4.02 Return or Destruction of Confidential Information

)

(2)

CONTRACTOR agrees that on the termination or expiration of this Agreement,
CONTRACTOR will, at its expense, return to HHSC or destroy, at HHSC’s election, all
Confidential Information received from HHSC, and any data created by CONTRACTOR
or any of CONTRACTOR’s agents or subcontractors if that data contains Confidential
Information. CONTRACTOR will certify in writing to HHSC that all the Confidential
Information that has been disclosed to CONTRACTOR, and any created PHI, has been

destroyed or returned to HHSC, and that CONTRACTOR and its agents and
subcontractors have retained no copies thereof.  Notwithstanding the foregoing,
CONTRACTOR acknowledges and agrees that it may not destroy any Confidential
Information if federal or state law prohibits such destruction.

If such return or destruction is not feasible, or is impermissible by law, immediately notify
HHSC of the reasons such return or destruction is not feasible, and agree to extend
indefinitely the protections of this Agreement to the Confidential Information and limit its
further uses and disclosures to the purposes that make the return of the Confidential
Information not feasible.
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ATTACHMENT 5. GENERAL PROVISIONS

Section A5.01 HHSC commitment and obligations

HHSC will not request CONTRACTOR to use or disclose PHI in any manner that would not be
permissible under HIPAA or HITECH, if done by HHSC.

Section A5.02 HHSC Right to Inspection

At any time upon reasonable notice to CONTRACTOR, or if HHSC determines that CONTRACTOR
has breached this Agreement, HHSC or its agent will have the right to inspect the facilities, systems, books
and records of CONTRACTOR to monitor compliance with this Agreement. For purposes of this subsection,
HHSC’s agents include, without limitation, the Office of the Inspector General or the Office of the Attorney
General of Texas. HHSC’s or its agent’s inspection, failure to inspect or failure to detect any noncompliance
with the Agreement does not relieve CONTRACTOR of its responsibility to comply with this Agreement.

Section A5.03 Access to PHI

CONTRACTOR will make available to HHSC any information HHSC requires to fulfill HHSC’s
obligations to provide access to, and copies of, PHI in accordance with HIPAA, HIPAA Privacy Regulations,
HITECH and other applicable laws and regulations of Confidential Information.

Section A5.04 Term of Agreement

This Agreement will be effective on the date on which the latter of the two parties signed the Agreement,
and will expire on the date specified in the Scope of Work.
Section A5.05 Termination

(1)  Either party may terminate this Agreement at any time upon 30 days written notice to the
other party.

(2) HHSC may immediately terminate this Agreement on:
(A) A material breach of this Agreement. “Material” means:

(i) any violation by CONTRACTOR of a material term of this Agreement will
be considered a breach of contract if the CONTRACTOR knew of or
reasonably should have known of the violation and failed to immediately
take reasonable steps to cure it and notify HHSC, as required by the

Agreement;

(i) CONTRACTOR fails to report a reportable event, or take corrective action
required;

(iii) CONTRACTOR'’s repeated or flagrant violation of the obligations under the
Agreement;

(iv) CONTRACTOR’s failure to respond to a demand letter concerning penalties
under the agreement;

(v) CONTRACTOR being named as a defendant in a criminal proceeding for a
violation of HIPAA, HIPAA Privacy Regulations, HIPAA Security
Regulations, HITECH, or other applicable laws and regulations of
Confidential Information; and/or
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(vi)a finding or stipulation that CONTRACTOR has violated any standard or
requirement of HIPAA, HIPAA Privacy Regulations, HIPAA Security
Regulations, HITECH, other applicable laws and regulations of Confidential
Information; or other security or privacy laws is made in any administrative
or civil proceeding which CONTRACTOR has been joined.

(3) Termination of this Agreement will not relieve CONTRACTOR of its duties with regards
to the return or disposition of the Confidential Information as set forth in the Agreement.

(4) Termination Options. If HHSC determines that CONTRACTOR has violated a material
term of this Agreement; HHSC may in its sole discretion:

(A) Exercise any of its rights including but not limited to reports, access and inspection
under this Agreement and/or the Base Contract; and/or

(B) Require CONTRACTOR to submit to a corrective action plan under Article 14 of
the Base Contract, plan for monitoring and plan for reporting, as HHSC may
determine necessary to maintain compliance with this Agreement; and/or

(i) Provide CONTRACTOR with a period to cure the breach as determined by
HHSC; or

(ii) Terminate the Agreement and Base Contract immediately, and seek relief in
a court of competent jurisdiction in Travis County, Texas; and

(iii) Before exercising any of these options, HHSC will provide written notice to
CONTRACTOR describing the violation and the action it intends to take.

Section A5.06 Publication

CONTRACTOR may not publish or otherwise disclose to a third party any results of work under the
Agreement or Base Contract unless HHSC expressly approved in writing of such disclosure in advance of
such publication.

Section A5.07 Governing Law, Venue and Litigation

(1) The validity, construction and performance of this Agreement and the legal relations
among the Parties to this Agreement will be governed by and construed in accordance with
the laws of the State of Texas.

(2) The Parties agree that the courts of Travis County, Texas, will be the exclusive venue for
any litigation, special proceeding or other proceeding as between the parties that may be
brought, or arise out of, or in connection with, or by reason of this Agreement.

Section A5.08 Injunctive Relief

(1) CONTRACTOR understands and agrees that HHSC will suffer irreparable injury if
CONTRACTOR fails to comply with any of the terms of this Agreement with respect to
the Confidential Information or a provision of HIPAA, HIPAA Privacy Requlations,
HIPAA Security Regulations, HITECH or other laws or regulations applicable to
Confidential Information.

(2) CONTRACTOR further agrees that monetary damages may be inadequate to compensate
HHSC for such failure to comply. Accordingly, CONTRACTOR agrees that HHSC will,
in addition to any other remedies available to it at law or in equity, be entitled to injunctive
relief, without posting a bond and without the necessity of demonstrating actual damages,
to enforce the terms of this Agreement.
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(3) The duties of CONTRACTOR under this Agreement survive the expiration of this
Agreement until all the Confidential Information is destroyed or returned to HHSC, as
required by this Agreement.

Section A5.09 Indemnification
Intentionally left blank

Section A5.10 Insurance

Intentionally left blank

Section A5.11 Fees and Costs

Except as otherwise specified in this Agreement or the Base Contract, including but not limited to
requirements to insure and/or indemnify HHSC, if any legal action or other proceeding is brought for the
enforcement of this Agreement, or because of an alleged dispute, breach, default, misrepresentation, or
injunctive action, in connection with any of the provisions of this Agreement, each party will bear their own
legal expenses and the other cost incurred in that action or proceeding.

Section A5.12 Entirety of the Agreement

The Agreement contract consists of this Business Associate Agreement and the Base Contract and
constitutes the entire agreement between the parties. There are no understandings or agreements relating to
this Agreement or the Base Contract that are not fully expressed therein and no change, waiver, or discharge
of obligations arising under those documents will be valid unless in writing and executed by the party against
whom such change, waiver, or discharge is sought to be enforced. To the extent of any conflicts between this
Business Associate Agreement and the Base Contract, this Business Associate Agreement controls.

Section A5.13 Automatic Amendment and Interpretation

Upon the effective date of any amendment to HIPAA, HIPAA Privacy Regulations, HIPAA Security
Regulations, HITECH, or any other law applicable to Confidential Information, this Agreement will
automatically amend so that the obligations imposed on HHSC and/or CONTRACTOR remain in
compliance with such requirements. Any ambiguity in this Agreement will be resolved in favor of a meaning
that permits HHSC and CONTRACTOR to comply HIPAA, HIPAA Privacy Regulations, HIPAA Security
Regulations, HITECH, or any other law applicable to Confidential Information.
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ATTACHMENT 6. CONFIDENTIAL INFORMATION

Any information under the terms of the Base Contract, HHSC Contract No. 529-12-0066
between HHSC and CONTRACTOR, as amended, that HHSC may provide or make available to
CONTRACTOR, or that CONTRACTOR may create, receive or have access to on behalf of HHSC that
is deemed Confidential.
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ATTACHMENT 7. SECURITY GUIDELINES AND PROCEDURES

CONTRACTOR and all subcontractors, consultants, or agents under the Agreement (collectively
“CONTRACTOR”) must comply with the following Information Security Guidelines and Procedures:

e HHS Circular C-021, Health and Human Services Enterprise Information Security Standards
and Guidelines; and

e Title 1, Sections 202.1 and 202.3, and Subchapter B, Texas Administrative Code.

CONTRACTOR must comply with the following, as applicable:

e The Federal Information Security Management Act of 2002 (FISMA);

e The Health Insurance Portability and Accountability Act of 1996 (HIPAA) and HIPAA
Privacy Regulations and HIPAA Security Regulations;

e The Health Information Technology for Economic and Clinical Health Act (HITECH Act);

e Publication 1075 — Tax Information Security Guidelines for Federal, State and Local
Agencies;

o National Institute of Standards and Technology (NIST) Special Publication 800-66 Revision
1 — An Introductory Resource Guide for Implementing the Health Insurance Portability and
Accountability Act (HIPAA) Security Rule;

o NIST Special Publication 800-53 Revision 3 — Recommended Security Controls for Federal
Information Systems and Organizations; and

o NIST Special Publication 800-47 - Security Guide for Interconnecting Information
Technology Systems.

In addition to the requirements expressly stated in this Section, CONTRACTOR must comply with any
other State or Federal law, regulation, or administrative rule relating to the specific HHSC program area that
CONTRACTOR supports.
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ATTACHMENT 8. LI1ST OF AUTHORIZED USERS

CONTRACTOR represents and warrants that each of those identified below have a demonstrated need to
know and have access to Confidential Information pursuant to this Agreement and the Base Contract, and
further, that each agree to be bound by the disclosure and use limitations pertaining to the Confidential
Information contained in the Agreement. CONTRACTOR must maintain an updated, complete, accurate and
numbered list of Authorized Users at all times and supply it to HHSC, as directed, to the extent those
identified below change:

1. Signature: 8. Signature:
Name: Name:
Title: Title:
Date: Date:
2. Signature: 9. Signature:
Name: Name:
Title: Title:
Date: Date:
3. Signature: 10. Signature:
Name: Name:
Title: Title:
Date: Date:
4. Signature: 11. Signature:
Name: Name:
Title: Title:
Date: Date:
5. Signature: 12. Signature:
Name: Name:
Title: Title:
Date: Date:
6. Signature: 13. Signature:
Name: Name:
Title: Title:
Date: Date:
7. Signature: 14. Signature:
Name: Name:
Title: Title:
Date: Date:
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15. Signature:

24.

Name:

Title:

Date:

16. Signature:

25.

Name:

Title:

Date:

17. Signature:

26.

Name:

Title:

Date:

18. Signature:

27.

Name:

Title:

Date:

19. Signature:

28.

Name:

Title:

Date:

20. Signature:

29.

Name:

Title:

Date:

21. Signature:

30.

Name:

Title:

Date:

22. Signature:

31.

Name:

Title:

Date:

23. Signature:

32.

Name:

Title:

Date:
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Signature:
Name:
Title:

Date:

Signature:
Name:
Title:

Date:

Signature:
Name:
Title:

Date:

Signature:
Name:
Title:

Date:

Signature:
Name:
Title:

Date:

Signature:
Name:
Title:

Date:

Signature:
Name:
Title:

Date:

Signature:
Name:
Title:

Date:

Signature:
Name:
Title:

Date:
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